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Appl. No. 09/942,352 

Amdt dated November 28, 2005 

Reply to final Office action of September 2, 2005 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in 
the application: 

Listing of Claims: 

1.-18. (Canceled). 

1 9. (Currently amended) A computer system, comprising: 
a plurality of computer components; 

a plurality of biometric sensors; 

a r e mot el y l ocat e d control unit coupled to said plurality of biometric 
sensors; and 

a plurality of locks coupled to and controlled by said control uni t, wherein 
the control unit operates the locks bv authenticating biometric data 
received from the biometric sensors ; 

wherein each lock prevents a corresponding computer component from 
being removed from the computer system unless the control unit 
authenticates biometric data received from a biometric sensor 
associated with the lock each of sa i d plura li ty of biom e tr i c se nsors 
and — locks — afe — associat e d — with — corresponding — computor 
compon e ntsand s a id p l ura l ity of locks provent said plural i ty of 
computor components from bo i ng removod from said oomputer 
syctom unloss authorized by tho romota l y l ocat e d Gontro l unit . 

20. (Previously presented) The computer system of claim 19 wherein at least 
one or more of said plurality of biometric sensors comprise a fingerprint scanner. 

21. (Previously presented) The computer system of claim 19 wherein at least 
one or more of said biometric sensors comprise an iris scanner. 
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22. (Previously presented) The computer system of claim 19 wherein one or 
more of said plurality of locks comprise an electromechanical lock. 

23. (Previously presented) The computer system of claim 19 further including 
a registry stored in memory accessible by said control unit, said registry including 
a biometric template for each person authorized to unlock one or more of the 
plurality of locks. 

24. (Previously presented) The computer system of claim 23 wherein said 
control unit verifies the authenticity of a person that has activated one of the 
plurality of biometric sensors by using the templates stored in said registry. 

25. (Previously presented) The computer system of claim 24 wherein said 
control unit unlocks one of the plurality of locks if said control unit successfully 
verifies the authenticity of a person. 

26. (Previously presented) The computer system of claim 23 wherein said 
control unit maintains the lock in a locked state if said control unit cannot verify 
the authenticity of a person. 

27. (Previously presented) The computer system of claim 19 wherein each of 
said plurality of biometric sensors is associated with a corresponding one of said 
plurality of computer components. 

28. (Currently amended) A security method for a computer system including a 
plurality of computer components e ach inc l ud i ng an a s soc i at e d b i om e tric se n s or 
and a control unit coup le d to th e p l urality of biom e tr i c s e n s or s, comprising: 

registering a first user's biometric to access a computing component 
logically; 

registering a second user's biometric to access the computer component 
physically; 
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authenticating a user identity using biometrics; 

if the user identity is authenticated as the first user permitting logical 
access to the computer component, but not physical access: and 

if the user identity is authenticated as the second user, permitting physical 
access to the computer component, but not logical access. 

(a) ue i ng ono of th e biom e tr i G - s e n s ors to v e rify the authent i c i ty of a 

p e rson ;- 

{b) s e nd i ng a s i gnal to th e contro l un i t i n order to ver i fy tho porcon; and 

{g) permitting uco of th e comput e r ■ - compon e nt ■ as soc ia t e d with th o 

b i omotr i o sonoor usod i n (a) i f th e p e r s on is succ es sfu ll y v e rifi e d by 

th e contro l unit . 

29. (Currently amended) The method of claim 28 wherein authenticating a 
user identity using biometrics comprises using a fingerprint senso r a i l e ast on e of 
sa i d b i om e tr i c s e nsor s compris es a fing e rprint s e nsor . 

30. (Currently amended) The method of claim 28 wherein authenticating a 
user identity using biometrics comprises using a iris scanne r a t -le a s t on e of sa i d 
biomotrio sensors compr i ses an iris scann e r . 

31 . (Currently amended) The method of claim 28 wherein at least one of said 
computer compon e nt components comprises a storage device. 

32. (Currently amended) The method of claim 28 wherein at least one of said 
computer components comprises a storage device and wherein permitting logical 
access to the computer component comprises (b) inc l ud e s p ermitting a user to 
read data from but not write data to said storage device. 

33. (Currently amended) The method of claim 28 wherein at least one of said 
computer components comprises a storage device and wherein permitting logical 
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access to the computer component comprises (bl inc l ud e s permitting a user to 
write data to but not read data from said storage device. 

34. (Currently amended) The method of claim 28 wherein at least one of said 
computer components comprises a storage device and wherein permitting logical 
access to the computer component comprises (b) inc l udes permitting a user to 
read data from and write data to said storage device. 

35. (Currently amended) The method of claim 28 wherein at least one of said 
J computer compon e nt - c omponents comprises a CD ROM. 

36. (Currently amended) The method of claim 28 wherein at least one of said 
computer compon e nt components c omprises a hard disk drive. 

37. (Currently amended) The method of claim 28 wherein said authenticating 
a user identity using biometrics 4 a4-is performed when a software program needs 
to access one of said computer components. 

38. (Previously presented) The method of claim 37 wherein at least one of 
said computer components comprises a storage device. 

j 39. (Canceled), 

40. (Currently amended) The method of claim 28 3 Q -further comprising 
wh e r ei n (d) i nc l ud e s acquiring a user's biometric image from sa i d p e rson and 
associating a security access code with said biometric image. 

41. (Currently amended) A biometric access system for a computer system 
that includes a plurality of computer devices, comprising: 

a plurality of biometric sensors, each of said plurality of biometric sensors 
associated with one of said plurality of computer devices; 
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a control unit coupled to said plurality of biornetric sensors, said control 
unit controlling logical access and physical access to the plurality of 
computer devices in said computer system based on signals from 
one or more of said biornetric sensors. 

42. (Previously presented) The biornetric access system of claim 41 wherein 
at least one of said plurality of biornetric sensors comprises a fingerprint scanner. 

43. (Previously presented) The biornetric access system of claim 41 wherein 
at least one of said biornetric sensors comprises an iris scanner. 

44. (Previously presented) The biornetric access system of claim 41 wherein 
said control unit permits a person to access one of said plurality of computer 
devices based on a signal from the biornetric. sensor associated with the 
computer device that the person is trying to access. 

45. (Previously presented) The biornetric access system of claim 41 wherein 
said control unit prevents a person from accessing one of said plurality of 
computer devices based on a signal from its associated biornetric sensor. 

46. (Original) The biornetric access system of claim 41 further including a 
registry accessible by said control unit, said registry including biornetric templates 
of people that are permitted use of various of said computer devices. 

47. (Original) The biornetric access system of claim 46 wherein said control 
unit verifies the authenticity of a person that has activated a biornetric sensor by 
using the templates stored in said registry. 

48. (Previously presented) The biornetric access system of claim 47 wherein 
said control unit permits a user to use one of said plurality of computer devices if 
said control unit successfully verifies the authenticity of a person. 
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49. (Previously presented) The biometric access system of claim 48 wherein 
at least one of said plurality of computer devices comprises a storage device. 

50. (Previously presented) The biometric access system of claim 47 wherein 
said control unit prevents a user from using one of said plurality of computer 
devices if said control unit cannot verify the authenticity of the person. 

51. (Previously presented) The biometric access system of claim 41 wherein 
at least one of the computer devices comprises a storage device. 

52. -63. (Canceled). 

64. (Currently amended) A security system for a server rack computer system 
comprising a plurality of computer e quipmen t servers . said security system 
comprising: 

a plurality of biometric sensors; 

a control unit coupled to said plurality of biometric sensors; and 

a plurality of locks associated with one of said plurality of biometric 

sensors, the plurality of locks coupled to and controlled by said 

control unit; 

wh e r ei n e ach of sa i d plura li ty of b i omotr i o s e nsors and sa i d p l urality of 
l ocks are associat e d w i th ono of sa i d p l ura li ty of comput e r 
equi pm e nt, — eaeh — of- said — l ocks — pr e v e nt i ng — i ts ^ corr e spond i ng 
comput e r e quipm e nt from boing romovod from caid comput e r 
syst e m and sa i d lock can b e unlock e d upon a p e r s on b ei ng 
auth e nt i c a t e d by th e contro l - unit via i ts corrocponding b i ometr i c 
s e nsor 

wherein the control unit selectively controls the locks to allow physical 
removal of each server based on data received from at least one of 
the biometric sensors, 
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wherein the control unit selectively controls logical access to each server 
based on data received from at least one of the biometrlc sensors . 

65. (Currently amended) A security system as defined in claim 64, wherein 
the biometrlc sensors contro l unit io are located remotely from the computor 
svstem server rack . 

66. (Currently amended) A security system as defined in claim 64, further 
comprising: 

a rack for holding the plurality of comput e r e au i pmen t servers . 

67. (Currently amended) A security system as defined in claim 66, wherein 
the plurality of locks help secure each of the plurality of comput e r e qu i pm o nt 
servers t o the rack. 

68. (Canceled). 

69. (Previously presented) A security system as defined in claim 65, further 
including a registry stored in memory accessible by said control unit, said registry 
including a template for each person authorized to unlock one or more of the 
plurality of locks. 

70. (Previously presented) A security system as defined in claim 69, wherein 
said control unit verifies the authenticity of a person that has activated one of the 
plurality of biometric sensors by using the templates stored in said registry. 

71. (Previously presented) A security system as defined in claim 64, wherein 
the biometric sensor is selected from among a fingerprint sensor and an iris 
scanner. 
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